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Android Application Code Protection Scheme
Using Fingerprint Authentication and Dynamic Loading
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ABSTRACT

If an external attacker takes from a victim’s smartphone a copy of a secret application or an application to which
fingerprinting technique is applied, secret information can be leaked or the legitimate user can be misunderstood as an illegal
redistributor, which results in a serious security problem. To solve this problem, this paper proposes an Android application
code protection scheme using fingerprint authentication and dynamic loading. The proposed scheme divides one application
into CLR(Class LoadeR) and SED(SEperated Dex). CLR is an APK file with the ability to dynamically load the SED, and
the SED is a file containing the classes required to run the application. The SED is stored inside the smartphone after
being encrypted, and the SED can be decrypted only if the user is successfully authenticated using his or her fingerprint.
The proposed scheme can protect the application code from the attacker who physically acquired user’s smartphone.
Keywords: Android Application Code Protection, Fingerprint Authentication, Dynamic Loading
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Table 4. The comparison of the execution time with different SEDs (ms)
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